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§310.15

§310.15 What are the safeguards and
processes that comprehensive Trib-
al IV-D agencies must have in place
to ensure the security and privacy
of Computerized Tribal IV-D Sys-
tems and Office Automation?

(a) Information integrity and security.
The comprehensive Tribal IV-D agency
must have safeguards on the integrity,
accuracy, completeness, access to, and
use of data in the Computerized Tribal
IV-D System and Office Automation.
Computerized Tribal IV-D Systems and
Office Automation should be compliant
with the Federal Information Security
Management Act, and the Privacy Act.
The required safeguards must include
written policies and procedures con-
cerning the following:

(1) Periodic evaluations of the system
for risk of security and privacy
breaches;

(2) Procedures to allow Tribal IV-D
personnel controlled access and use of
IV-D data, including:

(i) Specifying the data which may be
used for particular IV-D program pur-
poses, and the personnel permitted ac-
cess to such data;

(ii) Permitting access to and use of
data for the purpose of exchanging in-
formation with State and Tribal agen-
cies administering programs under ti-
tles IV-A, IV-E and XIX of the Act to
the extent necessary to carry out the
comprehensive Tribal IV-D agency’s
responsibilities with respect to such
programs;

(3) Maintenance and control of appli-
cation software program data;

(4) Mechanisms to back-up and other-
wise protect hardware, software, docu-
ments, and other communications; and,

(5) Mechanisms to report breaches or
suspected breaches of personally iden-
tifiable information to the Department
of Homeland Security, and to respond
to those breaches.

(b) Monitoring of access. The com-
prehensive Tribal IV-D agency must
monitor routine access to and use of
the Computerized Tribal IV-D System
and Office Automation through meth-
ods such as audit trails and feedback
mechanisms to guard against, and
promptly identify, unauthorized access
or use;

(¢) Training and information. The com-
prehensive Tribal IV-D agency must
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have procedures to ensure that all per-
sonnel, including Tribal IV-D staff and
contractors, who may have access to or
be required to use confidential program
data in the Computerized Tribal IV-D
System and Office Automation are ade-
quately trained in security procedures.

(d) Penalties. The comprehensive
Tribal IV-D agency must have adminis-
trative penalties, including dismissal
from employment, for unauthorized ac-
cess to, disclosure or use of confiden-
tial information.

Subpart C—Funding for Comput-
erized Tribal IV-D Systems and
Office Automation

§310.20 What are the conditions for
funding the installation, operation,
maintenance and enhancement of
Computerized Tribal IV-D Systems
and Office Automation?

(a) Conditions that must be met for FFP
at the applicable matching rate in
$309.130(c) of this chapter for Computer-
ized Tribal IV-D Systems. The following
conditions must be met to obtain 90
percent FFP in the costs of installa-
tion of the Model Tribal IV-D System
and FFP at the applicable matching
rate under §309.130(c) of this chapter in
the costs of operation, maintenance,
and enhancement of a Computerized
Tribal IV-D System:

(1) A comprehensive Tribal IV-D
agency must have submitted, and
OCSE must have approved, an Advance
Planning Document (APD) for the in-
stallation and enhancement of a Com-
puterized Tribal IV-D System;

(2) An APD for installation of a Com-
puterized Tribal IV-D System must:

(i) Represent the sole systems effort
being undertaken by the comprehen-
sive Tribal IV-D agency under this
part;

(ii) Describe the projected resource
requirements for staff, hardware, soft-
ware, network connections and other
needs and the resources available or ex-
pected to be available to meet the re-
quirements;

(iii) Contain a proposed schedule of
project milestones with detail suffi-
cient to describe the tasks, activities,
and complexity of the initial imple-
mentation project;
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